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CiscolLive - An Example

2 .y p 4 o
Over 2,300 28,000 attendees
wireless access points with ~74K mobile devices

Servers
Storage
Firewalls

Monitoring/
Provisioning
Internet links Apps

Triple 100 Gigabit/second



Build-Out: Starting from Scratch
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Monitoring Strategy 1 of 3

[ everage Commercial Management

products

Catalyst Center, Prime Network
Registrar, Cisco Telemetry Broker,
Umbrella, Meraki Dashboard,

LLLLLLLLLLLLLL

WLC, ThousandEyes, [

etc. | e

All Clients
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Monitoring Strategy 2 of 3

- Use Open-source solutions to
supplement needs specific to our
use-case

- @ telegraf”
Grafana

fpin
elastlcsearch @ .

ANSIBLE kubernetes

@ influxdb




Monitoring Strategy 3 of 3

Do purposeful development to fit our
unique requirements

rege
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The Journey (with databases)

MySQL.

OLAP/OLTP.. TSDB? )’I‘ anUde
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88 Wireless / Wireless LAN Controller Redunda... ¥ < hi+ @ O lastéhurs v+ Q@ Q v &
>

Q  Vie NOC-KEYNOTE-ss0-1
w

Combined SSO System Uptime

|88 .

o 1 week, 3 days, 5 hours, 16 minutes

° Switchovers Standby Failures Last Switchover Reason Hardware Mode Configured Redundancy Mode Operating Redundancy Mode Communi ications State

0] 0 one  Duplex  sso sso Up
Software State Primary Uptime Software State Secondary Uptime
ACTIVE 1 week, 3 days, 5 hours, 16 minutes STANDBY HOT 1 week, 3 days, 5 hours, 13 minutes

RP Status RMI Status Current Chassis State Peer Chassis State
Up Up  Standby Active

&
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Python script ‘SSH2Influx’” gathering CLI command output of WLC pairwise health,
put into InfluxDB with Grafana showing combined health

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



inventory:
hosts:
- host: NOC-MBCC-SSO-1
- host: NOC-KEYNOTE-SSO-1
- host: NOC-MGM-LUX-SSO-1

vars:
globalcommand

cmd: show process cpu platform incl Pid|wned
parsespec: 101
cmd: show wireless loadbalance tag affinity wncd
parsespec: 200
cmd: show wireless loadbalance tag affinity wncd
parsespec: 201
cmd: show wireless loadbalance tag affinity wncd
parsespec: 202
cmd: show wireless loadbalance tag affinity wncd
parsespec: 203
cmd: show wireless loadbalance tag affinity wncd
parsespec: 204
cmd: show wireless loadbalance tag affinity wncd
parsespec: 205
cmd: show wireless loadbalance tag affinity wncd
parsespec: 206
cmd: show wireless loadbalance tag affinity wncd
parsespec: 207
cmd: show redundancy
parsespec: 301

parsespecs:
commands :
- command: show process cpu platform | incl Pid|wncd
parsespec: 101
regex: >-
\s\d+\s+\d+\s+(\d+)%\s+(\d+)%\s+(\d+)2\s+.\s+\d+\s+(\S+)
measurement: wireless-wncd-proc
matchtype: multiple
matchl: fiveSecCPU
matchlfieldtype: key
matchldatatype: integer
match2: oneMinCPU
match2fieldtype: key
match2datatype: integer
match3: fiveMinCPU
match3 ldtype: key
match3datatype: integer
match4: wncdInstance
match4fieldtype: tag
match4datatype: string
command: show wireless loadbalance tag affinity wncd 0
parsespec: 200
regex: >-

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://github.com/cisco-open/ssh2influx

Home > Dashboards > Wireless > Wireless Clients - Summarized vy o8
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ccccccc

ac-count WLC7-MEETING

== 80211ax5-count WLC7-MEETING 80211n5-count WLC7-MEETING

Wi-Fi 6E 6-GHz Client: Wi-Fi 6E 6-GHz Capable Clients Wi-Fi 6 5-GHz Clients Wi-Fi 5 5 GHz Clients Wi-Fi 4 5-GHz Clients

%3ﬂjﬁﬂﬁﬁ

Max Today 312 1905 14869 3728

Current

- 316 2085 16402 4077 697

Event

Python script ‘NETCONF2Influx’ gathering YANG model data of wireless client counts via
NETCONF - put into InfluxDB with Grafana showing breakdown of wireless clients by IEEE
standard and pre-defined queries of current, daily and event max counts

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



= Home > Dashboards > Wireless > Wireless Client Counts (new) Yy o i+ Add v & < O 2024-02-0314:00:00to afew secondsago CET v > Q Q mv B v

Total Wireless Clients ‘
4215 %

Main Conference WLC Meeting Village WLC Key Note WLC SSO

Overall 6GHz OPERATING client Overall 6GHz CAPABLE clients
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= 802.11ax 5GHz (Main Conference) (right y-axis) 2225 10565
= 802.11ax 5GHz (Keynote) (right y-axis) 1086 4203
= 802.11ac (Main Conference) (right y-axis) 582 2853
= 802.11ac (Keynote) (right y-axis) 235 808

== 802.11n 5GHz (Main Conference) (right y-axis) 56 369

Python script ‘NETCONF2Influx’ gathering YANG model data of wireless client counts via
NETCONF - put into InfluxDB with Grafana showing breakdown of wireless clients by IEEE

standard -- layout specialized for multi-day view and more prominent kiosk mode

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Channel Utilization Heatmap - Day 1
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A n Next screen refresh in 00:20
Overall Main Keynote Meeting Last data collection
Combined Conference Village Friday, February 09, 2024 at 13:29:1

Client Distribution by SSID and Wireless Standard

SSID Wi-Fi6E :;"Gfl'z“)

CiscoLive 39

e 2

CL-OPS (0]

eduroam 0

None (0]

Office_RAI (0]

OpenRoaming ) Wireless Radio Distribution

for wic-main

Total Wireless Clients: 4715
Wi-Fi 6E Capable 181

(5GHz)
wiis 5 )

Updated Every 2 Minutes
WiF1S (5 GHo .

Wi-Fi 4 (5 GHz)

Overall Counts

2.9%

2.4 GHz Protocols (Limited deployments)

Wi-Fi 6 (2.4 GHz) 0 0.0%
Wi-Fi 4 (2.4 GHz) 0 0.0%
802.11g o 0.0%
802.11a 0 0.0%
802.11b 0 0.0%
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gNMI Design

considering
gRPC varied data
sources
NETCONF

RESTCONF

REST

SNMP It’s all about the APIs..
CLI Apey Eyes get it!?

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public






tl:dr

CMSE - Cisco Metrics Search Engine

- Enable Devs to find Cisco instrumentation & telemetry options
needed to enrich solution development across the diverse spectrum of
Cisco products

- For Cisco...enhances our broad portfolio of product offers with a ‘One Cisco’
strategy supporting Full-Stack Observability and Monitoring



A Car analogy...

2 Notlogged in Tk Contibutions Create account Login

Aide. Talk Read Edt Viewhisory | Search Wipe a
OBD-II PIDs
From Wipedia, the froo encycopacta
0BDAIPIDS aro codos rom a vehice, used as a dagnostic too.
'SAE standard /1979 defines many OBD-I PIDs. Allon-foad vehicles and trucks sold in North America are required o support a subset of these codes, emissio Manut 5o define aditonal PIDs
Spacic 10 their vehicles. Though not mandated, many motorcycles also support OBDI PIDS.
3900k9 frsttobo (8,500-14,000 1 or 3.900-5,400 k) in 2005, They are both roquired fo bo accassed through a standardized data ik

In 1996, light duty vehicles (ess

connector defined by SAE J1962.

Hoavy duty vehicies (greater than 14,000 b or 6,400 kg) made after 2010,1 for sale in the U dard J1939-13 (a 13 GCR 1971.1. Some
. notably Mack and Voivo Trucks, identiiers (unke 11 passenger cars).

y duty trucks in N
Contents frce]

1 Services /Modes
2 Standard PIDs.
2.1 Servica 01 - Show curent data
22 Service 02.- Show freeze frame data
23 Sorvice 03 - Show stored Diagnostic Troublo Codes (DTCs)
2.4 Sorvice 04 - Clear Diagnostc Trouble Codes and stored values
25 Sorvice 05 - Tt result, oxygen sensor monitoring (non CAN only)
26 Sorvice 09 - Roquost vehiclo nformation
27 Bitwiso encoded PIDs
27.1 Service 01 PID 00 - Show PIDs supporied
27.2 Service 01 PID 01 - Monitor status sinco DTCs cleared
27.3 Service 01 PID 41
27.4 Service 01 PID 78 and 79 - Exhaust Gas temperature (EGT) Bank 1 and Bank 2
275 Service 03 (1o PID required) - Show stored Diagnostic Trouble Codes

Monitor satus this dive cycle

27,6 Service 09 PID 08 - In-use performance tracking for spark igntion engines

2.7 Service 08 PID 08 - In-uso performance tracking for compression igniton enginos:
28 Enumerated PIDs.

28.1 Servica 01 PID 03 - Fuel system saus

282 Service 01 PID 12 - Commanded secondary al status

283 Sorvice 01 PID 1C - OBD standards this vehicle conforms fo

28.4 Service 01 PID 51 - Fuel Typo Coding
3 Non-standard PIDs
4 CAN (11-bi) bus format
41 Query
42 Response
5 Secalso



How Does a Dev |deate?




ISsue

Because of complexity

Devs don’t engage

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



sarch Engine for Telemetry, Instrumentation, Me

Cisco Metrics Search Engine
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Refine your search

oS

Products

Categories

and/or its affilia All rights rese

0S: Cisco I0S XR
Version:

To display all groups and task IDs
associated with the currently logged-in

I, e the

( Show code snippets | B)

OS: Cisco NX-0S
Version:

To display the session information for
a virtual device context (VDC), use the

command,. This...

| Show code snippets B )

OS: Cisco NX-0S
Version: 6.1(2)12(2)
NPW Al readoniv

Cisco Public

CLI

Rate your search experience!

0S: Cisco I0S XR
Version:

To display all groups and task IDs
associated with the currently logged-in

T use the

[ Show code snippets | [ B )

OS: Cisco 10S XE
Version:

To displa y information about the active

lines on the router, use the users|

command in §E) EXEC

[ Show code snippets | [ B )

OS: Cisco NX-0S
Version: 10.1(x)

AW MAL  readonlv {

OS: Cisco NX-0S

Version: 7.0(3)I3(1)

[ Show code snippets | [ B

OS: Cisco 10S XE
Version:

To displa y information about the active

lines on the router, use the users|

command in §&) EXEC

(' Show code snippets | [ B

OS: Cisco NX-0OS
Version: 10.2(x)
NYMEAL  readonlv  {



Refine your search Code Snippet Command Reference )
os .
I % | show users
=141
from netmiko import ConnectHandler il
OS: Cisco 10S XR OS: Cisco 10S XR OS: device = {
5 5 'device_type': 'autodetect’',
Proalcrs Version: Version: Vers Thost!': | CHANGEME ',
To display all groups and task IDs To display all groups and task IDs ‘username': 'CHANGEME',
associated with the currently logged-in associated with the currently logged-in ‘password’: 'CHANGEME',

Categories B use the B use the i

net_connect = ConnectHandler(x*xdevice)
output = net_connect.send_command("show users")
print(output)

[ Show code snippets | [ B ) ([ Show code snippets | [ B ) ‘

OS: Cisco NX-0S OS: Cisco 10S XE (o5}

Version: Version: Vers

To display the session information for To displa y information about the active Tod

a virtual device context (VDC), use the lines on the router, use the lines

command,. This... command in Y EXEC com
| Show code snippets ) B ) [ Show code snippets | [ B ) (

SNOw users sh

OS: Cisco NX-0S OS: Cisco NX-0S 0Os:
Version: 6.1(2)12(2) v Version: 10.1(x) v Vers
NPW Al readoniv NYMEAL  readonlv  { <hol

and/or its affilia Cisco Public

All rights rese




EXPLORER

\ OPEN EDITORS
X @ mytest.py
@ mytest2.py
@ mytest3.py
v CMSE-SEARCH
> .venv
@ mytest.py
@ mytest2.py
@ mytest3.py

B4 % v v b

¢ ©

@

© 2024 Cisco and/or its affiliates. All rights reserved.

« >

( £ CMSE-search

@ mytest.py X @ mytest2.py @ mytest3.py

@ mytest.py > ...

O oo ~NOULBE WN PR

=
()

Cisco Public

from netmiko import ConnectHandler

device = {
'device_type': 'autodetect',
'host': ' sbx—nxos-mgmt.cisco.com',

'username':  'admin',
'password':  'Admin_1234!",
}
net_connect = ConnectHandler(**device)
output = net_connect.send_command("show users")
print(output)

08 [ os
B [ oo

28



0 sandbox-nxos

NAME LINE TIME IDLE
admin pts/5 Apr 2 11:44 ;

(.venv) jadavis@JADAVIS-M-F75K CMSE-search % |}

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

(.venv) jadavis@JADAVIS-M-F75K CMSE-search % python mytest.py

PID COMMENT
17519 (10.10.20.28) session=ssh *

29



(. X ) < > £ CMSE-search ) 0B [ o )
@ EXPLORER @ mytest.py @ mytest2.py X @ mytest3.py Dy @ -
 OPEN EDITORS ? mytest2.py > ...
/O @ mytest.py 1 from netmiko import ConnectHandler
X @ mytest2.py 2 device = {
i,o @ mytest3.py 3 'device_type': 'autodetect’,
RACMSESEARCE 4 'host': - 'sbx-nxos-mgmt.cisco.com',
8 r; ::(::st py 5 'username': 'admin',
- : 6 'password':  'Admin_1234!",
® mytest2.py
D@ @ mytest3.py 7 ¥
8 net_connect = ConnectHandler(*xdevice) |
B:? 9 output = net_connect.send_command("show users | count").strip()
10  print(int(output) - 2)
11

¢ ® b=

@®

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



o o

(.venv) jadavis@JADAVIS-M-F75K CMSE-search % python mytest2.py
(.venv) jadavis@JADAVIS-M-F75K CMSE-search %

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EXPLORER

\ OPEN EDITORS
@ mytest.py
@ nxostest.py
@ mytest2.py
X @ mytest3.py
\ CMSE-SEARCH

B v v O

> .venv
@ mytest.py

6]

@ mytest2.py
@ mytest3.py
@ nxostest.py

¢ ® = B

Enhance with
basic write
to Influx code

®

2@ mytest.py

e 5 ( /O CMSE-search J

@ nxostest.py @ mytest2.py @ mytest3.py X

@ mytest3.py > ...

1
2
3
4
5)
6
7/
8
9

10
11
12
13
14
15,
16
ity/
18
1)
20
241!
22
23

© 2024 Cisco and/or its affiliates. All rights reserved.

from netmiko import ConnectHandler
from- influxdb_client_3 import InfluxDBClient3, Point

device = {
'device_type': 'autodetect',
EhoSitda: 'sbx-nxos-mgmt.cisco.com',
'username':  'admin',
'password':  'Admin_1234!",
i

net_connect = ConnectHandler(xxdevice)
output = net_connect.send_command("show users | count").strip()
print(int(output) - 2)

with InfluxDBClient3(token="N31gs

host="ht

org="c56de

database="jadavis's Bucket") as client:
point = f"netinfra,device={device['host']} usercount={int(output) -
#point-=-Point("netinfra").tag("device", - f"{device['host']}").field(
print(point)

client.write(record=point)

Cisco Public

~
0o os

B [ e

R}
"usercount", -int (output) -

32



0 sandbox-nxos ® localhost

(.venv) jadavis@JADAVIS-M-F75K CMSE-search % python mytest3.py
0

netinfra,device=sbx-nxos-mgmt.cisco.com usercount=0
(.venv) jadavis@JADAVIS-M-F75K CMSE-search % |

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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® Help & Support

influxdb cloud”

Load Data

Data Explorer

Dashboards

Tasks

Alerts

Settings

Cisco Systems/DevRel ¢ >

Data Explorer

4 Graph -

jadavis@cisco.com ¢

& CUSTOMIZE

Switch to old Data Explorer .

¥ tocal ¥ -

900m
800m |
700m
600m
500m
400m
300m |
200m
100m

2024-04-02 11:00:00

Query 1(0.09s) 4F

FROM

Search buckets

All Measurements

_monitoring
_tasks

+ Create Bucket

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

MEASUREMENT

Search measurements

2024-04-02 11:15:00

View Raw Data @

Filter v

device -

Search device tag values

X

2024-04-02 11:30:00

¥ csv (8} © Past1h
Filter vy X
_field v 1

Search fields

2024-04-02 11:45:00

SCRIPT EDITOR

WINDOW PERIOD

CcusTOM

auto (10s)

(<]

Fill missing values

N¢ AGGREGATE FUNCTION

inth

CcusToM

median

last



Call To Action

= 2

s .amus.

- Try it out - it’s live NOW!

- If you have feedback,


mailto:cmse-interest@external.cisco.com
https://developer.cisco.com/cmse
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